HIP Protecting
Patient Privacy

Compliance Reminder

Ensuring our patients receive incredible patient care is our number one
priority. Providing exceptional patientcarerequires thatwe maintain the
privacy of our patient’s protected information (PHI) consistent with our
obligations under the Health Insurance Portability and Accountability
Act (HIPAA) and other applicable laws.

Simple strategies to avoid a HIPAA Violation:

Never disclose password or share login credentials.

Never leave computers, portable devices, or documents unattended
and/or where they can be viewed by others.

Do not text patient information.

Don’t dispose of PHI in the trash — it should be placed in the locked
recycling bins located in your area.

Never access a patient’s medical record or PHI out of curiosity or concern,
a valid business reason is required to access this information — if you
don’t need it to do yourjob, don’t accessiit.

Don’t access your own PHI unless there is a signed authorization on file
with Medical Records for doing so.

Do not share PHI (electronic or otherwise) on social media -- including any
photos or screen shots.

Do not discuss PHI in non-secure areas.

Verify that paperwork givento a patient belongs to that patient by adding
your initials adjacent to the name.

Papers with PHI on them should never be left unattended, where others
can view or access them.

Report potential HIPAA violations to the Compliance Officer at
complianceoffice@capecodhealth.org or your manager/supervisor.
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